STATE OF MAINE
DEPARTMENT OF ADMINISTRATIVE AND FINANCIAL SERVICES
OFFICE OF INFORMATION TECHNOLOGY

REQUEST FOR ACCEPTANCE OF DIGITAL SIGNATURE PRODUCT

e In order to request acceptance of a product for Digital Signature transactions involving a State
Agency, this application must be completed in its entirety and submitted to the Maine State
Chief Information Offer.

e The Digital Signature product vendor must explicitly certify that the product is in full
compliance with the Rules established for Digital Signatures transactions involving a State
Agency, in accordance with the Maine Digital Signature Act, 10 M.R.S.A., Chapter 1053, Part
13.

e This Request for Acceptance must be signed and dated by an individual legally authorized to
certify on behalf of, and bind, the Digital Signature product vendor to enter into a contractual
agreement with the State of Maine.

e The Digital Signature product vendor may cite and/or enclose additional information in
support of their application.

e [fapproved by the Maine State CIO for Digital Signature transactions involving a State
Agency, then the product vendor agrees to comply with all relevant Maine State procurement
rules, procedures, terms, and conditions.

Product Vendor Details

Name:

Web Address:

Headquarters Street:

Headquarters City, State, Zip:

Headquarters Country:

Lead Point-of-Contact Name & Title:

Email: | Telephone

Compliance

(Yes/No) Additional Comments

Requirement

Authentication

Signature Ceremony

Verification

Tamper Resistance

Based upon X.509 Public Key
Infrastructure

Seamless integration with the PDF
document format

Seamless integration with Microsoft
Active Directory
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The interface to the Signer must be
either web-based or a free download

The data center must be certified as
either "SSAE 16 Type II (American
Institute of Certified Public Accounts)"
or "FedRAMP compliant Cloud Service
Provider (Federal General Services
Administration)".

All transmission between the Signer's
device and the data center must be
encrypted to the AES-256 (National
Institute of Standards and Technology)
strength

The Verification and Tamper-
Resistance elements must be embedded
within the document, as well as stored
in the data center.

To the best of my knowledge all information provided in this application is complete and
accurate at the time of submission.

Authorized Signature Date Name and Title (Typed)

The completed application could be mailed to: Enterprise Architect, SHS #145, Augusta, ME
04330.

Alternatively, the completed application could also be scanned, and emailed to:
Enterprise.Architect@Maine.Gov.
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